Cellopoint Email Firewall ST I POPRL
Fi—f TEFEMH ) BHAE AlLofoink

BRI

= HHESREMLIRERA

e . P r = s ’ [ =
o R—EHE1E Email Server BRI 51T T BHREMIER, - g TBF . seE

BE{EFA M . $EF Cellopoint Labs Bi3%.2 CelloOS 3.6 hR¥fiT + BESNRIEIS

AE RIS BRI A RE NS THERE « 015053 ORIREY St
B BRER SR HEEAS B8 OBRLRS  BREEN " BRIIRIE
B ;IR BN R AT IR R 2 ORI B TR - . BRHIEATRE

n RGBS I

Bz " TARRE 5 ¢

BALIIRER {4 (Anti-Spam) — BiEREEXS RGBS - FESEF Email Server FIMRFEMEE -

FHREBERE (Anti-Virus) — $EB4E ICSA 2 Anti-Virus B2 FhmEEI 8 (288  BEBHRSTER - et
FAREIEEFEEC (Anti-Spyware) — $EE§2e WebCoastLabs 5358 + (100% 5&i@ Spyware HIit) Z 314 - mw) & S ERERHASH
(A9 FRER{E (Anti-Phishing) — I8 oM Sk B LIRSS R EERIB R R IBIE A RES - B BRI IR SR S
BHFP#RES(Z (Anti-Relay) — a7t Spammer B Open Relay - B354 {FIARTRA 282 HItRER £ AUBIAR - s EiERETFZE
B DoS ¥ (Anti-DoS) — aBAIE— LA DoS T8 8l #R & Y 1 S AN TS EUAR FEwHIl - " RERTEED
BHELZE A 12 (Anti-Hacking) — aTR1LEAEFIF SMTP e AMK LS4 Firewall  HAABRES - A EM EHTE
" EE IT ARSI
w FiEEEE

BHREn " wEEE ¢

w SHFEITELEE
BRI 8{D (Mail Archive) — ¥R HEHENE - A {EMHA S B I LIS -

= . - = {FA - FELEEEE
BE{EARAET (Mail Statistics) — #1450 - 5E - 55 RSFHBHERERA/NZHEL -

BR{EHT (Mail Analysis) — &t#188¢4525% (Sender) B2 (Recipient) 5 TopN 2 5347HHT -
Bi{4ERE (Mail Report) — stit#st BATES » FILIEE EBAOME -

BR{EFEAZ (Mail Audit) — &% 8 T AT aRA0BR ¢ BIHER 65 1t B /R 0 - LUB S A RIS -
BE{HHB 2 (Mail Search) — FTHREHEEA Cellopoint BRI RAIEH 3| B ERBAS T -

BRI %] (Mail Control) — a1 45864 ##8;% (Forwarding) - 28£8 (Routing) B84 (Alias) $%% -



Cellopoint Email Firewall ;E{E[RIE :

SMTP ( port 25 )

SMTP
Attack

L=

bR

\,

(0 B |

Mail Server
LN J

-
Pre-Security

1. SMTP ZZ#H| (SMTP Security Check)
2. B RRH H4T (Connection Limits)
3. DoS %73 (DoS Prevention)
4. ZEH{EFR#H (Harden CelloOS)

Mail Control

5. B+ §eh (Mall Routing)

6. Bf{rrhifEed| (Mail Relay Control)

7. SEHFRIE (Alias) ¥R — B
8. B+ (Mail Forwarding)

Anti-Virus

9. Clam #F&E7EE (Clam AV)

10. Sophos A= 7 (SAV)

11. Kaspersky &R (KAV)
127" 24 % 365 R BT

Authenticatinn'

13. POP3 {28

14. LDAP 3138

15. ¥4 Microsoft Active Directory
16. LDAP for IBM Notes

17. Fih B E1R 5 (Local Account)
18. LDAP [E 2,

19. LDAP B EhFE 2 #r

20. W WS

.

Anti-Spam

&

21, SMTP &3 (Session) #&f
22. S+ HRER (Header) f25
23. 8P (Body) tifl
24, BT ROT
25. % RBL if¥ (Realtime Blackhole List)
26. DNS [ %= (Reverse DNS Lookup)
27. SPF (Sender Policy Framework)
28, Domain Keys
29, F E A5 EE (Black/White Lists)
30. BMF U S iE 2 [RF (SMTP Rate Limit)
31, (RETHE BE (Spoofed Sender Verification)
32. FiEM{FE B (Recipient Verification)
33. {4 ¥F3# (Mail-bombing Prevention)
34 ABEERTLY (Keywords)
35. £ 5 (Subject ) A &R
36. HEEINERAME (Inteligent Content Filter)
37. E 4T (Bayesian Algorithm)
38. B 4347 (Heuristic Analysis)
39. URL ER¥E 447 (URL Classification)
40. EfEH1R4E (Image SPAM) ST
41, BHERE REST (Intelligent Content Analysis)
42, RIS EURRIER
43 5EE# 2 (Auto Leaming)
44. CGAC 2T H ik B s PO
45. B K0\ (Size) [
46. Wi {= 042 R (Tag)
47. HEV =[RRSI & ¥ (Notification)
48 HEIZRYIEH
49, [FBE(S (Quarantined Mail) F 83
50. ¥ {74 (Multi-Thread) 1T BRIEFES

Mail Auditing .

51. Bf{HtH (Archive) REF

52. Bf{+&Est (Statistics)

53. BT (Analysis)

54, H{FHE (Report)

55. B+ TopN HET

56. {415 E #48 (Identify Fake-Mail)

57. 3B 5 bl BB

58. Hi{+THEE (Preview)

59, thiE @ =S| % (Search Engine)
- 60. BENAILH(

Management

61, P~ B~ AME{FRIF

62. EET. Web-based EE 1 H

63. #7 L %81z258 (Online Help)

64, tRi% B ENE EH 2 (Wizard)

65. FTEE#r 31T Hac R (Log)

66. FuArEENE A LB (Policy ) 52E
67. REEHENAALIREEEE

68. AA/EEMEALREERRT

69. &8k F i EE R

70. HTTPs L2 &I

71. REEESFRE IP {irtt

72. [FIFF= ¥ 28 Mail Domain

73. B8 # & Mail Server

74. BRI M HA 2218

75. A& Active-Active S # &34
76. A ARG EEHETER

77. CelloOS FEEL

SER G -

et PO S LA B,

WY, Chiel- mark.cnm

CERTIFIED
ey

—
Tnis| 30O SOPHOS 1 \(pzpiicys




FREMR

W TFHBHZEZ (Email Security) MBEESEZTERFTER © 94F

1. EB5t 2002 FHIEZ " VE/EE (Sarbanes-Oxley Act) ; ' it ATEEUNEFiEE=VREVMREFELS » HPEIE
ETHNHEH -

2. ZESTRC B E ¥ R T E B S H{R1F /N - HRIFREAN HIPPA (Health Insurance Portability and Accountability Act) °

3. MM ETS BB Aigitt ESTS SEC 17 CFR Part 210 #REIEFE BREGFLE

4. BAht 2005 FHIER TEANEREEE ) BT 2 EAREEERERATH I EFLERR -

5. BAULETE Rt 2007~2008 FiE@RLIEE 2D BIEE

6. hEERE AR RRIERERLE - MIEESRET S EREB AT TIEERERGE ) PREICERABORREME - S
FHEEESNEENSE -

7. T EMHAE FERMEARIEEIRHNE , 286 2005 £ 11 B 7 BPEEEEES B+ A INB T AT ARG  WFAMH - B
2006 & 3 B 30 HQierET °

B
AT RAEREBUOR e
= [ cellopoint Labs
1. 3818 1ISO17799 ML e TR - rgx;
2. BHIFITEZ AT BIEEEEXK e
3. BB LKA - SPFIpEI TR B ERERFHERCE - ¢ <
4, ZELAGEIEEE 22 A418E LDAP MIRSREERSE - g:;‘:
CImEss
ClwEw
[
REEBATBK
1. BEDHEFHHELTEE  BFEETmEEEE - BALRBERESF -
2. @A%‘Fﬂﬁgg ’ ﬁﬁﬁﬁﬁnﬁ ~ SR iig}%ﬁﬁﬂﬁ: o 153 (B8 %) lﬁﬂulw—g
3. mE B A SR EIREMFRANESR - - mWS2BWe-2p
N = T
4 [1.73%) E?ﬁﬁ
; :;Ei: B WIIMylob- AS
B (3.80%) B W32Mytob-Fam

== ZTCHIHRETHRR ¢

1. BRI - il - EAZBEREHET -
2. RATIMEE « RAIEBHEEIRER I -
3. RREDRFIEEERST - 8248 CPU ~ 172 RIEA « FFREREE M TS -
4, IREERABE « BER{ED LR 47 -

5. 820 B - BARBSHETHRES 1T

6. TopN BF{ T4 ©

7. EBEMBHATEIT A °

8. & SMTP 3Z5% (SMTP session) k222 4 -
9. Cellopoint Search Engine ¥R EH#EBM 5|5 -

10. #FTA] A HTML fEzCEH L FIED -




CEF (Cellopoint Email Firewall) #3# :

CEF-Series
ki 50~ 100 - 200
SHREH4HE 5 ~ 20 #Eii
hERERIAE (A A&E A B 50 ~ 200
@7 2= 80 GB
fHTFEH 0
FTP ;& in{&{n 0
PIE/ FMEF I 8 0
il (Relay) RICEE 0
i%&if (Transparent) EEIE 0
LA BERIE 10/100/1000 * 2
481U 19 R TR R AR (R 0
Iz tWTERE (R E/ FIREFH R —iF
T AR A R ¥ B —F
SCSI FiRTFR RS (GHAR)
FeHiFIRFE SAN (GERE)

Hardware Bypass + (Z2E§)

R{EFE 96 R LR ER VR IE SR AL I

#HRB! 7
18X 45
R {EE i
it CEF-S
e VYA
FERBRAE (Rl AR S A B 200 A
E-mail (EAFE TR
BHEESHRE 185
F H R A 2GB
# & (Cluster) fii{8 IhHE ]
LDAP B AD BRER[E 0
#1E (Cluster) fii 18 IhRE ]
Py s 10/100 * 2
1R 10 19 THE SR AV IEREAD i 0
A TRTERE (R E] FIRE AR =%
Az R0 {4 AR B o e =%

Cellopoint & & {REI B ARFE -

CEF BERETUHEZER! Appliance - B S1F#ENE (Cello0S) EiEkE
(Appliance) —FEAFRE  BIMEIRHEEEMA 5°8 B 724 a5 i
HifRTE ¢ Cellopoint HRR%ER AHiELLARFE LLRE (R RHHT ROERRAESE -
FH4} » Cellopoint thiZfHEEEZIE - R SLA (Service Level Agree-
ment) ARFE R F UIMIFHE - (TSI ESHE Cellopoint A9 SR
B ' FAEEH Cellopoint 2R 8 RE M A ZHMBENEHEL E-mail
Bi%E  sales.tw@cellopoint.com =

300 - 400 ~ 500 1000 - 2000 - 5000 10K - 20K~ Un
30 ~ 50 & 100 ~ 500 F#i 1,000 ~ 2,000 E$
300 ~ 500 1,000 ~ 5,000 10,000 ~ Unlimited
80 GB 400 GB 400 GB
O O (8]
0 0 0
O 0 0
O O 0
O O (8]
101001000 * 2 10/100M1000 * 2 10/100/1000 *= 2
O O O
— —F —iF
— — i —F
0 0 0
0 0
O (9]
7~ 7~
46 47
PP =1
CEF-M CEF-L
chAYE{iZ A RYE A
500 A 1,000 A
TR BB
5 E 100 =]
5 GB 10 GB
O O
O O
0 0
10/100/1000 * 2 10/100/1000 * 2
O O
=i =
= =5
RIER -
~
o






